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Elcaywyn

‘Evvoies-kAe1dié:
o Firewall: cuokeur 7 software TTou «@IATPApPEL» T TTOKETA TTOU
digpyovTanl amd auTd PAoel Kprtnpiwy.
@ NAT: Network Address Translation. AvTikaTtdoTaon Tns
BieuBuvons Tou TToPCATITN /KAl TOU OTTOOTOALX €VO§ TTAKETOU
ME pi &AAT, TTPOKEIMEVOU QUTO var dpopoloynbel owoTd.
o Packet mangling: TpotoToinon Twv TokéTwy, TéoO o€ £iTEdO

XOPAKTNPIOTIKWY O00 KOl OEDOUEVWV.

o Policy routing: ApopoAdynomn PBdoel TOAADY «TTOAITIKWY », KAl
ox1 amA& Paoel Tns dieuBuvons Tou TapoAfTTITN.



Netfilter: 1 utroBoun firewall/NAT Tou Linux

Netfilter: 1 utrodoun firewall/NAT Tou Linux

o Packet filtering, connection tracking & NAT yia Tov Linux kernel
o AoyoAeiTal pe T TEPIEXOUEV TWV TTAKETWY

e Emitedel 4 Pooikés Asitoupyies: filtering, connection tracking, NAT
kol mangling

o User-space epyodeia: iptables, ip6tables, nfacct, conntrack-tools, ...

o YmooTrpién modules TTou emekTEIVOUY TiS SUVATOTNTES ETIAOYTS

KOl XEIPLOMOU TwWV TTAKETWY

e Connection tracking — stateful firewalling



Netfilter: n utroBop firewall/NAT Tou Linux

H Sopn Tou netfilter

= xtables
{ip. ip8)

= ebtables




Conntrack

Conntrack

e Connection tracking
o OuodoTolel Ta makéTta oe ouvdéoels

o Stateful mpwToékoMa (r.%. TCP): pnth avTioToryict
KATAXO TACEWY

o Stateless TpwTokoMa (.. UDP): efaywymn TAnpogopicas oo
BEUTEPEUOVTA XAPOKTNPIOTIKA

o Layer-7 inspection péow helper modules yia Tov Tpoodiopiopd
oxeTilépevwy ouvdéoewy (m.x. FTP, TFTP, SIP, ...):
nf_conntrack_x*.ko

o Kataypogt) otaTtioTikwy oavd ouvdeon (traffic accounting)
e Amlotrolel TOAU TN ouyypoet| firewall rules...

@ ...0AA& Tpwel TTOPOUS



Conntrack

Conntrack: TrapaueTpoToinon - diaxeipion

TTuptvas
e /proc/net/nf_conntrack
o Il

e /proc/sys/net/netfilter/nf_conntrack_x*

e Max connection count
e Timeouts

e Accounting

o Buckets

Userspace
e conntrack: Xeipiouds Twv conntrack entries

e conntrackd: TlapokoAoUfnon Tns KATAOTAONS TWV CUVSECEWY
(logging/accounting), pe SUVATOTNTA CUYXPOVIOMOU QVAUECT OF
pnxovhuara yioo HA firewalls.



iptables

iptables/ip6tables

Kipies évvoies: mivakas (table), ahuoida (chain), kavédvas (rule),
Tpoopiouds (target), oUuvodo kavdvwy (ruleset)

e 5 Tivokes: filter, nat, mangle, raw ko1 security

o Kd&fe Trivaxas éxel k&moles standard oAuoides, eved o SlayelploTrs
utropel va opioel custom aAucides

K&be cAuoida amoTeAeitor amd pia ocAAnAouyia koavdvey

Kavoves - ammoTedouvtan amd 2 pépn:

Q Tleprypopn Twv TakeTwy Tou pas evdiagépouv (match)
@ Tleprypogt) Tou T1 BéAoupe va K&VoulE pe QUTA Ta TTOKETX
(target)



iptables

Chain traversal

o Ta TTakKéTa €10€PYOVTAL OTNV KOPUQPT U1asS
cAucidag

o Kavédves: eivan éva «if». s

o True — TO TTAKETO TT&EL CTOV TIPOOPIOUO
Tou Kavdva
o False — To TrakéTo TepVéEl oTOV EMOUEVO

.
KAvovax

o Tlpoopiopoi (targets): - (ot )

o Terminating 7 non-terminating o

o MTopoUv va givon KA&TIOLES evépyeies :
(actions), émws ACCEPT, DROP, REJECT

oAucides TTou éxel koBopioel o xprHoTns

"+ (" Target n (terminaling)

o Policy oTo TéAos Twv built-in cAucidwy =
default action. O1 user-defined emioTpépouv
META TOV KOVOVX TIOU TI§ KAAEOE.



iptables

filter table

o Eivan To table oTo omoio yiveton To firewalling
@ 3 built-in cAucideg:

o INPUT: eioepydueva akéta Tou mpoopilovtal yio To unx&vnud
pas

o OUTPUT: eepxdueva TakéTa TTou Snuioupyouvtal oAmd TO
PGS pas

o FORWARD: makéta Trou Sigpyovtor amd To pnyxavnud pos (6Ttav
auTS K&vel routing/bridging)

o Zuvnhfeis TTpooplopol:

o ACCEPT: amodoxn Tou TrokéTou

o DROP: ciwmnAn amdppiyn Tou TAKETOU

o REJECT: amdppiyn Tou TTOKETOU Ye EVNUEPWOT) TOU QTTOCTOAEX
(TCP RST, ICMP/ICMPvé...)

o LOG/ULOG/NFLOG: kataypagny Tou Takétou oTo syslog 1| éva
netlink socket (non-terminating)



iptables

nat table

e Eivon To table o1o omolo yiveton To NAT (Network Address
Translation)
@ 3 built-in aAucides:
o PREROUTING: eioepydpeva TOKETE, aveSopTNTws ToU av
TpoopilovTal yia To pnNXavnud uas 1 oxi
o POSTROUTING: efepyopeva TTakKeT, ave§apTNTws Tou av
TPOEPXOVTAL ATTO TO PNYXAVNUA pos T Ol
o OUTPUT: makéta Trou TpoépXovTal amd To Pnx&vnud pos

e SuvnBeis Tpooplopol (targets):
o DNAT (PREROUTING,OUTPUT): aAdoyn Tns SievBuvons
TPOOPIoHUOU EVOS TTOKETOU
o SNAT (POSTROUTING): aAhayn Tns dievBuvons amooToAéa evos
TOKETOU
o MASQUERADE (POSTROUTING): oAAayt) Tns SievBuvong
ATMOOTOAEX €VO§ TTakETOU Ye TN dieuBuvomn Tou interface £§68ou



iptables

mangle table

@ To table oTo oToio «melp&lovTal» T TTOKETA

@ 5 built-in cAucides: INPUT, OUTPUT, FORWARD, PREROUTING,
POSTROUTING
e SuvnBes Tpoopiopol (targets):
o MARK: papkdapiopa evods TOKETOU We €var oUyKeKpluévo mark
o CONNMARK: popkapiopa oAOKANpnNs Tns ouvdeons oTny otola
QAVTKEL €V TTAKETO
e TCPMSS, DSCP, TTL, TOS, ECN: oMoyt Sidpopwv
XOPOKTNPLOTIKWY TWY TTAKETWY



iptables

iptables

iptables -A INPUT -j ACCEPT

2uvtadn:

iptables [-t table_spec] <action> <match> <target> [target_options]
e table_spec: filter (default), nat, mangle.
o <action>:

o -A <chain>: Append

e -| <chain> <nr.>: Insert oTn f¢on nr.
o -D <chain> <nr.>: Delete o1n 8¢om nr.
-F [<chain>]: Flush

o <match>:
e -p <protocol>
o —s|-d <address>: source 1| destination address
e —-m <match_name>: ¢dptwon extended match module
<{match_name)



iptables

Extended matches

Extended matches — emiTpémouy TNy €miAoyn TakéTwY Bdoel

TEPLOCOTEPWY XAPAKTTPLOTIKV.

®opTovovton pe -m <match_name>. TlopadeiypaTa:

tep, udp: Tlopéyouv —sport, —dport —syn-flags (TCP)

limit: TTooa TaxéTa/s;

mark: Taiplayua Baoel Tou mark Tou TakéTou

connmark: Taipiocypa Bdogl Tou connection mark Tng oUvdeons
state/ctstate: Stateful matching: NEW, ESTABLISHED, RELATED,
INVALID

time: EQoppoymn Tou Kavova CUYKEKPIUEVES WPES TNS MUEPTS
connbytes: Tléoa bytes éxouv Tepdoel yia piax ouvdeon;
physdev: Aidkpiomn TokéTwy TToU B1EpYOVTal OO TTOPTES WIS
bridge

owner: uid & gid Tou process TTou €Kave generate €V TTOKETO

Kal TOAA& &M ;-)



iptables

NFQUEUE

NFQUEUE: firewalling in userspace

YAomoteitar pe to NFQUEUE target

TToAAaTrA& queues, duvaTdTnTa load-balancing avéueoo ota
queues

Emikowewvia pe To userspace péow netlink socket

To userspace amoaoilel yia TNV «TUXN» TOU TTAKETOU,
emoTpépovtas ACCEPT (+ modify?), DROP

Bindings yia C, perl, python...

Epapuoyés: application firewalls (nufw), traffic inspection...



TTopadeiypaTta

ATA& TTapadelypaTa

PidTpapiopa kivnons amd cuykekpipevn IP:

iptables -A INPUT -p tcp --dport 22 -s 1.2.3.4 -j DROP

iptables -A INPUT -p tcp --dport 80 -s 2.3.4.5 -j REJECT \
--reject-with tcp-reset

iptables -I INPUT 2 -p udp --dport 53 -s 3.4.5.6 -j REJECT \
--reject-with icmp-port-unreachable

Port forwarding:

iptables -t nat -A PREROUTING -p tcp --dport 2345 \
-d 147.102.51.160 -j DNAT --to-destination 192.168.0.1:22

NAT/Masquerading:

iptables -t nat -A POSTROUTING -o pppO -j MASQUERADE
iptables -t nat -A POSTROUTING -o pppl -j SNAT \
--to-source 1.2.3.4




TTopadeiypaTta

ATA& TTapadelypaTa

AMoyt) default policy:

iptables -P INPUT DROP

Mopkapiopa TTakeTwY

iptables -t mangle -A INPUT -i pppO -j CONNMARK --set-MARK Ox1
iptables -t mangle -A OUTPUT -j CONNMARK --restore-mark

Stateful matching

iptables -I INPUT 1 -m state --state ESTABLISHED,RELATED -j ACCEPT




TTopadeiypaTta

Mapdderypa: firewall oe router/server

Zsvdplo

O router/server éxe1r ouvdedeuévo éva eowTepikd LAN oTo ethO, To
otrolo kou BéAel va mpooTaTéwel ot €6w. TTapdAAnAa o 18105 Tpéxel
ko1 k&Tolx services (Bad [dea™)

iptables -F

iptables -A INPUT -i lo -j ACCEPT

iptables -A INPUT -m state --state INVALID -j DROP

iptables -A INPUT -p tcp ! --syn -m state --state NEW -j LOG

iptables -A INPUT -p tcp ! --syn -m state --state NEW -j DROP

iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

iptables -A INPUT -p icmp —-icmp-type echo-request -m limit \
--limit 5/s --limit-burst 10 -j ACCEPT

iptables -p icmp --icmp-type ! echo-request -j ACCEPT.

iptables -A INPUT -p tcp --dport bgp j ACCEPT

iptables -A INPUT -p tcp --dport ssh -j ACCEPT

iptables -A INPUT -p udp --dport domain -j ACCEPT

iptables -A INPUT -s 10.10.10.11 -j ACCEPT

iptables -A INPUT -j LOG

iptables -P INPUT DROP




TTopadeiypaTta

Map&derypa: firewall oe router/server (2)

iptables -N net2lan
iptables -A FORWARD -o ethO -j net2lan

iptables -A net2lan -m state --state INVALID -j DROP

iptables -A net2lan -p tcp ! --syn -m state --state NEW -j DROP
iptables -A net2lan -m state --state ESTABLISHED,RELATED \
-j ACCEPT

iptables -A net2lan -p icmp --icmp-type echo-request -m hashlimit \
--hashlimit-mode dstip --hashlimit 10/s -j ACCEPT

iptables -A net2lan -p icmp --icmp-type ! echo-request -j ACCEPT

iptables -A net2lan -d 10.10.10.11 -p tcp --dport 9111 -j ACCEPT

iptables -A net2lan DROP

modprobe nf_conntrack_ftp




ferm

ferm: For Easy RuleMaking

o High-level yAdooa yia cuyypagn iptables rulesets

o Dual-stack: dnuioupyel kavoves yia iptables ka1 ipétables amd TNV
id1a TNy

@ Pre-/post-exec hooks, shell callouts, includes

o TToAU PoAikd yia dnuioupyia ToAUTTAOKwWY firewalls



ferm

ferm: Tap&deryua

@include 'defs.conf';

domain (ip ip6) table filter {

chain accept_mgmt {
saddr @ipfilter ($MGMT) ACCEPT;

}

chain INPUT {
policy DROP;
mod state state (ESTABLISHED RELATED) ACCEPT;
# Allow local packets
interface lo ACCEPT;
# Malformed tcp packets
proto tcp mod state state NEW !syn DROP;
# Allow icmp traffic
proto icmp ACCEPT;
# Allow SSH from the management networks
proto tcp dport ssh jump accept_mgmt;

}

chain QUTPUT {
policy ACCEPT;




